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How it all began ...

e Study on escalating cost of
password resets at BT

— too high workload

— leads to shortcut security
mechanisms

—users don'’t
threats and risks

e Also 1999: Whitten &'ygar
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USERS ARE NOT
THE ENEMY

Why users compromise computer security mechanisms and
how to take remedial measures.

Confidentiality is an important aspect of computer security. It
depends on authentication mechanisms, such as passwords, to safeguard access to infor-
mation [9]. Traditionally, authentication procedures are divided into two stages: dentifi-
catian (User ID), to identify the user; and authentication, to verif)-‘ that the user is the
legitimate owner of the ID. It is the latter stage that requires a secret password. To dare,

research on password security has focused on designing technical mechanisms to protect

access (o systems; the usability of these mecha-
nisms has rarely been investigated. Hitchings [8]
and Davisand Price [4] argue that this nartow per-
spective has produced security mechanisms that
are, in practice, less effective than they are generally
assumed to be. Since security mechanisms are

do not have to write them down). The U.S. Fed-
eral Information Processing Standards [5] suggest
several criteria for assuring different levels of pass-
word security. Password compasition, for example,
telates the size of a character set from which a
password has been chosen to its level of security.

designed, implemented,
applied and breached by

people, human factors
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An alphanumeric
password Is therefore
mote secure than one

should be considered in MARTINA ANGELA SASSE composed of letters

their desien. Ir seems that

alone. Short pasmwond

Adams & Sasse CACM 1999
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What Has Happened Over The Past Decade?

« ACM SOUPS (Symposium on Usable Security and
Privacy) since 2004

 SHB (Security & Human Behaviour) since 2008
e Papersin CHI,CA&enix NSPW

 Books: Cranor &arfinke] ShostackLacey

« University modules usable security

 White Paper oiHuman Vulnerabllities in Security
Systems (UK)0O07

« US National Academy of Sciences Workshop on
Usable Security and Priva2z§09



And - has it changed security?
Consider authentication

* Nielsen (2000) said that biometrics are highly usable
and would replace passwords.

« Schneier(2000) and Gates (2004) predicted that
nasswords would become obsolete

e Hasn’ t hwahypot?’n e d

 Research on usable security has produced a many
“better” authenticati on
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Graphical Authentication: Passfaces

 Verymemorable

e .. unti |l you hea
one Passfaces password
(Everitt et al., CHI 2009)

 Selection biases result in low
guessing difficulty
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Graphical Authentication: Does Mouse Entry
make PINs more memorable?
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1 GriDsure

9 8 1 7 5 e Personal Identification
Pattern

o User selects pattern from
grid (min. 5 x 5)
 Numbers displayed on grid

e Userreads PIN off grid
displayed and enters one

1 8 5 6 2 time PIN via keypad into
sales unit/ATM/home PC.

www.gridsure.com




And more ‘usable’ authentication...

« Authentication via Rorschach inkblot tests

e Singing your password

e Thinking your password (free EEG thrown in)
e SchneierfMRIwould be cool

 More biometrics

« Additional layers of knowledgeased credentials

e Ringing up your friends in the middle of the night to
provide you with previously entrusted st codes
(Microsoft)



Meanwhile, in the real world ...

« Companies offering alternative authentication
mechanisms go bust:
— Vidoop
— Payby-touch

« Authentication problems continue, with bad impacts
on productivity and security

— Weak passwords, passworduse, stored in files and emaill
folders

— Expensive helpdesk+sets, or ridiculously easy-sets



New security thinking

» Consider user time & effort is a resource

» Make true cost of unusable security visible
» Security by design

* Productive security



Consider user & effort in context

e “Security people value wu
NSPW 2009)

e Users are mindful of time & effort meaning
mechanisms that require excessive effort either

— have low compliance, or
— high cost of enforcement

« The Compliance Budget (Beautement et al. NSPW
2008)

Beautement, Sasse & Wonham Procs ACM NSPW 2008
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People make trade-offs

e Perceived effort e Risk to themselves
— Physical workload (sanctions)
— Mental workload « Risk to productivity
* Interference with primary — Personal
task — organisational
— reduction in personal e Other risks to organisation
productivity — Financial loss
— reduction in organisational _ Reputation
productivity

 Perceived likelihood of

e Falilure costs .
these occurring

— E.g. Cannot make
presentation to customer



Organlsatlonal effort required for compllance

Compliance Threshold

V

Individual effort expended on compliance
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The Operating Point

Adoption of
Insecure behaviour
N

Ease of use

Resistance
to attack



Target Security Decision-Makers

e Chief Information Security Officers (CISOs )are key
decisionmakers for security policies and mechanisms

e G{ SOdzNA (& LIS2LI} S ornaeS d
Herley, Microsoft

« How can we change this?

* By thinking about CISOs as usec®nsidering their
goal structures and tasks

 Work with HPLabs and Newcastle University



Account for impact of security measures

Parkin, Van Morsel,
Inglesant & Sasse (2010):
A Stealth Approach to
Usable Security.

Procs. NSPW 2010.

Policy Properties \| Support Properties \1User Properties

Select User Class ... v / Class 1
Class Name:
Average Salary: GBP|V
Average Projected Annual Earnings: usb|'V
Working Pattern:
Home Office Public In Transit
100% 100% 100% 100%
#% #% #% #%
User Distribution: Class 1 Class 2 Class 3
% |V 100% 100% 100%
# # #
0
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... on personal and organisational productivity

Breaches / Productivity / Cost
[projected per annum for 100-user sample]

Breaches #

e Show impact of security || - productvty || #

policies on costs_|[ #
employees/customers |
|He|pdesk S... || # |

* Help to account for m—
WOrkload and Helpdesk Support Lost Salary Lost Earnings
disruptiveness




Security people’s view of Human Error

IN THIS CORNER W& HAVE

FIREWALLS, ENCRTPTION,
ANTIVIRUS SOFTWARE  ETC ..
1 AND IN THIS CORNER,

W HAVE Dave//

_____
......




... and of users

a2S KI @S G2
security for Homer
{ AYLAZ2Yc¢

Meaning:

Designing for someone
who Is stupid, lazy,
careless ...?
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The Human-Centred View

Context

vvvvvvvvv
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Characteristics



Impact on users

e “ St armdiarid?”
for security

e ... means people have to
travel with two laptops




Goal-driven behaviour
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Old thinking — does not support user goalﬁsz'x |

http:/Amww.flickr.com/p hotos/randomskk/1181975838/sizes/I/




New thinking: support user goals

Give an Allowance with Amazon PayPhrase

What's your PayPhrase?

66| Feisty Mango

A service of

amazonpayments"

o 00:00 | 00:49
@ o) —C= [ Share _= |

What is Amazon PayPhrase?

PayPhrase is an easy-to-remember shortcut to the payment and shipping information in vour
Amazon.com account. Each PayPhrase can be configured with simple controls, including monthly
spending limits and e-mail alerts, so you can share your account with family members without
sharing wour credit card number or account password.

PayPhrase allowance controls include:

-

Monthly spending limits
Unspent allowance roll-over settings
Order approval by e-mail or text message

L

» Create yvour PayPhrase




Security by design

« Acknowledge user goals and tasks

o AEGIS Integration of risk assessment, participatory

design into requirements process, UMiléchals
Sasse &Mascolq 2007)

* |IRIS-meta-model, based on KAOB4A{ly& Fléchais
2010)

* Integration of personad-aily& Fléchais 2010)
 CAIRIS software tool to support process



Asset
V
Task —1{>| Dependency [<}— Goal
1.2 */
Role *
1 *
Attacker

Countermeasure Response Persona
*\ *
* *

Usability Attribute
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Personas for attackers

Name
| Victor |

Description

Victor is a contractor and
expert in the SCADA
systems used in South
East Wales, having helped
develop them over 15
years ago.

Due to the recent
economic downtime,
Victor has been forced to
take a recent pay-cut.

Environment  Role
Day Vendor

Motive

Revenge

Capability  Value
Technology  Medium
Software Low

R—

Name

| Gareth

Description
Gareth is 35 and is
unemployed.

Gareth has friends who

work as building labourers

as part of some capital
project at Rick's water
treatment works. They tell
him that computer

hardware and surplus

piping and copper can be -

Environment  Role

& Edit attacker

Motive

Pay Petty Criminal
Night

Capability

System resource theft

Value

Resources/Personnel and Time

High




New security thinking

 Modelling cost/benefit of security measure (HPLabs
Trust Economics project 202911)

 New Institutional Economics of Information Security
(Pallas 2009)

* Productive Security (Herley & Sasse, in progress)

— Shifting as much effort as possible to bawid
— Zero to oneclick security
— Demand more from security mechanisms
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... which goes back to good old principles

=

The system must be substantially, if not mathematically, undecipherabile;

2. The system must not require secrecy and can be stolen by the enemy
without causing trouble;

3. It must be easy to communicate and remember the keys

without requiring written notes, it must also be easy to

change or modify the keys with different participants;

The system ought to be compatible with telegraph communication;

The system must be portable, and its use must not require more than one

person;

6. Finally, regarding the circumstances in which such system is

applied, it must be easy to use and must neither require stress

of mind nor the knowledge of a long series of rules.

o1&

Auguste Kerckhoffs,  @ripsographie militaire6 |,
Journal des sciences militaires, vol. IX, pp. 51 38, Jan. 1883, pp. 1611 191, Feb. 1883.



