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How it all began … 

•Study on escalating cost of 
password resets at BT 

–too high workload  

–leads to shortcut security 
mechanisms 

–users don’t understand 
threats and risks 

•Also 1999: Whitten & Tygar 
ά²Ƙȅ WƻƘƴƴȅ ŎŀƴΩǘ ŜƴŎǊȅǇǘέ 

Adams & Sasse CACM 1999 



What Has Happened Over The Past Decade? 

•ACM SOUPS (Symposium on Usable Security and 
Privacy) since 2004 

•SHB (Security & Human Behaviour) since 2008 

•Papers in CHI, CCS, Usenix, NSPW … 

•Books: Cranor & Garfinkel, Shostack, Lacey 

•University modules usable security 

•White Paper on Human Vulnerabilities in Security 
Systems (UK) 2007 

•US National Academy of Sciences Workshop on 
Usable Security and Privacy 2009 

 

 



And - has it changed security? 
Consider authentication 

•Nielsen (2000) said that biometrics are highly usable 
and would replace passwords.  

•Schneier (2000) and Gates (2004) predicted that 
passwords would become obsolete 

•Hasn’t happened – why not? 

•Research on usable security has produced a many 
“better” authentication mechanisms … 

 



Graphical Authentication: Passfaces 

•Very memorable 

•… until you have more than 
one Passfaces password 
(Everitt et al., CHI 2009) 

•Selection biases result in low 
guessing difficulty  



Graphical Authentication: Does Mouse Entry 
make PINs more memorable? 



Draw-a-Secret & BDAS 

Yan et. al 



GrIDsure 

•Personal Identification 
Pattern 

•User selects pattern from 
grid (min. 5 x 5) 

•Numbers displayed on grid 

•User reads PIN off grid 
displayed  and enters one-
time PIN via keypad into 
sales unit/ATM/home PC. 
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0 4 3 1 2 
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1 8 5 6 2 

9 2 9 8 4 
www.gridsure.com 



And more ‘usable’ authentication ... 

•Authentication via Rorschach inkblot tests 

•Singing your password 

•Thinking your password (free EEG thrown in) 

•Schneier: fMRI would be cool 

•More biometrics 

•Additional layers of knowledge-based credentials 

•Ringing up your friends in the middle of the night to 
provide you with previously entrusted re-set codes 
(Microsoft) 

 



Meanwhile, in the real world … 

•Companies offering alternative authentication 
mechanisms go bust:  

–Vidoop 

–Pay-by-touch 

•Authentication problems continue, with bad impacts 
on productivity and security 

–Weak passwords, password re-use, stored in files and email 
folders 

–Expensive helpdesk re-sets, or ridiculously easy re-sets 

 



New security thinking 

• Consider user time & effort is a resource 

• Make true cost of unusable security visible 

• Security by design 

• Productive security 

 



Consider user & effort in context 

•“Security people value users’ time at zero.” (Herley 
NSPW 2009) 

•Users are mindful of time & effort – meaning 
mechanisms that require excessive effort either 

–have low compliance, or 

–high cost of enforcement 

•The Compliance Budget (Beautement et al. NSPW 
2008)  

Beautement, Sasse & Wonham Procs ACM NSPW 2008 



People make trade-offs 

•Perceived effort 

–Physical workload 

–Mental workload 

• Interference with primary 
task  
– reduction in personal 

productivity 

– reduction in organisational 
productivity 

•Failure costs 

–E.g. Cannot make 
presentation to customer 

•Risk to themselves 
(sanctions) 

•Risk to productivity 

–Personal 

–organisational 

•Other risks to organisation 
–Financial loss 

–Reputation 

•Perceived likelihood of 
these occurring 







The Operating Point 

Ease of use Resistance 

to attack 

Adoption of 

Insecure behaviour 



Target Security Decision-Makers 

•Chief Information Security Officers (CISOs )are key 
decision-makers for security policies and mechanisms 

•ά{ŜŎǳǊƛǘȅ ǇŜƻǇƭŜ ǾŀƭǳŜ ǳǎŜǊǎΩ ǘƛƳŜ ŀǘ ȊŜǊƻέ Cormac 
Herley, Microsoft 

•How can we change this? 

•By thinking about CISOs as users – considering their 
goal structures and tasks 

•Work with HPLabs and Newcastle University 



Account for impact of security measures 
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... on personal and organisational productivity 

 

•Show impact of security 
policies on 
employees/customers  

•Help to account for 
workload and 
disruptiveness 
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Security people’s view of Human Error 



... and of users 

ά²Ŝ ƘŀǾŜ ǘƻ ŘŜǎƛƎƴ 
security for Homer 
{ƛƳǇǎƻƴέ 

 

Meaning: 

 

Designing for someone 
who is stupid, lazy, 
careless ...? 



Goals Values 

Context 

Characteristics 

The Human-Centred View 



Impact on users 

•“Standard-build” laptops 
for security 

 

•... means people have to 
travel with two laptops 



Goal-driven behaviour 



Old thinking – does not support user goals 
http://www.flickr.com/photos/randomskk/1181975838/sizes/l/ 



New thinking: support user goals 



Security by design 

•Acknowledge user goals and tasks 

•AEGIS – Integration of risk assessment, participatory 
design into requirements process, UML (Fléchais, 
Sasse & Mascolo, 2007) 

•IRIS – meta-model, based on KAOS (Faily & Fléchais, 
2010) 

•Integration of personas (Faily & Fléchais, 2010) 

•CAIRIS – software tool to support process 



Dependency Goal
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Personas for attackers 



New security thinking 

•Modelling cost/benefit of security measure (HPLabs 
Trust Economics project 2008-2011) 

•New Institutional Economics of Information Security 
(Pallas 2009) 

•Productive Security (Herley & Sasse, in progress) 

–Shifting as much effort as possible to back-end 

–Zero to one-click security 

–Demand more from security mechanisms 



... which goes back to good old principles 

1. The system must be substantially, if not mathematically, undecipherable;  
2. The system must not require secrecy and can be stolen by the enemy 

without causing trouble;  

3. It must be easy to communicate and remember the keys 
without requiring written notes, it must also be easy to 
change or modify the keys with different participants;  

4. The system ought to be compatible with telegraph communication;  
5. The system must be portable, and its use must not require more than one 

person;  

6. Finally, regarding the circumstances in which such system is 
applied, it must be easy to use and must neither require stress 
of mind nor the knowledge of a long series of rules.  
 
 

Auguste Kerckhoffs, óLa cryptographie militaireô,  

Journal des sciences militaires, vol. IX, pp. 5ï38, Jan. 1883, pp. 161ï191, Feb. 1883.  

 


